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and legislation -- United States. Excerpt: . . . actices are embraced, renewed consumer confidence in e-
commerce and its multitude of applications will lead to even better data security in the marketplace. We need
to promote the notion that security sells. Specifically, our bill contains three major elements. The first major
element of the bill directs the Federal Trade Commission to develop rules for data security, including
requirements that entities in possession of personal data have a security policy, have someone designated as
responsible for that policy, and have a process for taking preventive and corrective action to ensure that policy
is as robust as required. Two, the second main element of the bill relates to the special case of information
brokers, which are defined in the draft as companies whose primary business is to compile and sell consumer
data to third parties. The bill requires these entities to submit their security policy to the Federal Trade
Commission for audit and approval on an annual basis. In addition, any information broker is required to
provide those who ask a free report of what information the entity holds on that individual. And last, the last
element establishes a national uniform standard for consumer notification when there is a security breach. A
security breach is defined using a risk-based standard that relates to the probability that the security breach
results in a reasonable basis to conclude that identity theft may occur. The bill requires timely notification, both
electronic and through the mail, of consumers affected. There are also a number of provisions relating to
substitute notices in cases where there is...
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